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Abstract. A remote user authentication scheme is a mechanism which
identifies legal users and allows access to network services over an open
network. However, several authentication schemes proposed in the literature
cannot prove the user’s physical participation during the login phase, making
them vulnerable to different attacks. We propose a new remote user
authentication scheme using nonce, smart cards and fingerprint technology for
electronic activities. Our scheme provides mutual authentication and session
key establishment between the user and the server. The server verifies the
identity of the user by means of her fingerprint-template. In order to reduce
security risks, the server does not maintain a verification table. The server
computes a BioHash and stores it encrypted in user’s smart card. Security
analysis shows that our scheme provides strong security because the scheme
resists common well-know attacks, making it suitable for practical
implementation.

1 Introduction

A remote user authentication scheme allows two or more entities to establish a
session key which can be used for creating a secure channel over an open network. A
session key agreement protocol is used to establish the session key between two
entities where each entity contributes with some information to derive that key.
Moreover, a remote user authentication scheme permits to identify the legal from the
illegal user.

In the literature, we can find several remote user authentication schemes [1-15].
Some of these schemes are based on smart cards [16], [17] and a few of them take
advantage of biometrics [18], [19]. In this paper, we look at the remote user
authentication schemes which combine smart cards and fingerprint biometric-based
[19], [20].

Remote user authentication schemes based on password authentication require that
a remote server maintains a verification table, making it vulnerable to steal
information [4]. Also, an attacker can use social engineering attacks or brute force
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attacks to obtain users’ password. For that reasons, password authentication schemes
are known as weak security mechanisms.

On the other hand, remote user authentication schemes based on public key
cryptography [6], [9], [14] provide strong security in network communication,
making them useful in several transactions. However, public key cryptography does
not resolve the question Is really who claims to be?. Although public key
cryptography offers significant security benefits, it does not resolve the question.

However, biometric technology can answer the previous question. For many years,
fingerprint recognition has been used for identification and authentication [18], [19],
[20]. The use of fingerprint recognition is justified by four reasons: 1) it is accepted as
a valid method for personal identification; 2) the price of a fingerprint reader device is
cheap; 3) the processing cost is low; and 4) it is easy to use; for those reasons,
fingerprint is the most popular biometric technology around the world.

In 2002, Lee et al. [9] proposed a fingerprint-based remote user authentication
scheme. However, Hsieh et al. [11] demonstrated that Lee et al.’s scheme is
vulnerable to impersonate attacks.

In this paper, we take advantage of BioHash [21] to avoid storing the fingerprint-
template in clear. In order to enhance the security of the proposed scheme, the
BioHash is encrypted and the result is stored in user’s smart card. Moreover, the
scheme requires low-computational cost because user’s smart card performs or-
exclusive operations and one-way hash functions [22], [23] to create the session key.

The paper is organized as follows. We present the four phases of our scheme in
section 2. Section 3 presents the security analysis of the proposed scheme. Finally,
conclusions are given in section 4.

2 Proposed Scheme

Our scheme is based on low-computational cryptography which does not require high
computational power but provides strong security. The notations used in this paper
are described in Table 1.

Table 1. Notations

6] User

S Server

T Fingerprint-Template of U
ID Identity of U

PW Password of U

Ko Kpup Private/public key of U or §
SK Session key between U and S
Z Secret key of S

Y Secret value of §

Ex(.) Encryption function using K
D (Ek(.)) Decryption function using K
H() One-way hash function

I Concatenate operator
@ OR-exclusive operation
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The proposed scheme contains four phases:

1. Registration phase, in where U will obtain the security parameters to be a legal
member.

2. Login phase, in where U will be identified by her smart card and initialize the
authentication process.

3. Mutual authentication and session key establishment phase, in where S will verify
the identity of U and share common information to create SK.

4. Password change phase, in where U will have the possibility to change her PW
without contact S.

2.1 Registration Phase
In this phase, U is registered by S. The process is as follows:

U shares her ID with S and imprints her fingerprint biometric impression at the
sensor to obtain her template 7 which is extracted by the method described in [24].

Then, S performs the following operations:

Chooses randomly a PW

Computes A = H(H(ID || PW) || Y)
Computes B = H(T)

Computes C = F (B, 2)

Computes G = Egpus (C)

Computes I = H(PW) @& A @ H(ID)
Computes J = H (A || H(ID || PW))

S stores (G, I, J) in U’s smart card. Then, S delivers U’s smart card and PW,
through a secure channel.

2.2 Login Phase

In this phase, U is identified by her smart card. U keys her ID and PW. Then, U
carries out the following steps:

Computes A’ = H(PW) @ I @ H(ID)
Computes J’ = H(A’ || H(ID || PW))
Verifies J’' ?=J

Generates randomly N

Computes L = A @ N

Computes M = H(H(ID || PwW) || N)

U sends (L, M, H(ID || PW)) to S.



110 R. Martinez-Peldez et al.

2.3  Mutual Authentication and Session Key Establishment Phase

In this phase, S verifies the identity of U. Moreover, U and S establish SK;.s. The

process is as follows:

Computes A’ = H(H(ID || PW) || Y)
Computes N’ = A’ @ L

Computes M’ = H(H(ID || PW) || N)
Verifies M’ ?= M

If M” and M does not hold, S rejects it. Otherwise, S performs the following

operations:

Computes N,

Computes P = H(A || N)
Computes Q = P @ N,
Computes SK = H(N, || N || A)

Computes R = Eg (N+1, Request_hash_value_T)
S sends (Q, R) to U.

Upon receiving Q and R, U performs the following operations:

Computes P’ = H(A || N)

Computes N,/ = P @ Q

Computes SK = H(N,” || N || A)

Computes N+1'

Computes Dgk (Egx(R)) = N+1, Request_hash_value_T

Verifies N+1’ ?= N+1

If N+1’ and N+ does not hold, U rejects it. Otherwise, U imprints her fingerprint-

biometric impression at the sensor and performs the following operations:

Computes H(T)
Computes V = Eg (H(T), G)

Usends (V) to S.

Upon receiving V, S performs the following operations:
Computes Dgk (Egg (V) )=
Computes Dipriv (Expus (G)

Computes C’ = F(H(T), Z)
Verifies C’ ?= C

H(T), G
) C

If C” and C are equal, the identity of U is assured. Otherwise, S rejects U’s request.
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2.4 Password Change Phase

Whenever U wants to change or update her PW for another one new, she must
perform the following operations:

Computes A’ = H(PW) @ I @ H(ID)

Computes J’ = H(A’ || H(ID || PW))

Verifies J’ ?=J

Request new password = PWp.,

Computes I, = H(PW,,) ® A & H(ID)

Computes Jpey = H(A || H(ID || PWpey))

Finally, the smart card stores /., and J,., replacing the old 7 and J. Now, the new
password is successfully updated.

3 Security Analysis

In this section, we prove that our proposed scheme is secure.

Lemma 1. The proposed scheme authenticates the source of the message.

Proof: In fact, SK = H(N, || N || 4) is known only by U and S. § is the unique entity
who can compute H(H(ID || PW) || Y) and U can recover A from [ because she knows
the correct ID and PW. Hence, U is sure that she and S share a session key SK. Even
though an attacker can capture message V, she cannot recover H(7) and G without
know the correct key SK. Moreover, if an attacker can capture message L, she cannot
recover A from L without know N and she cannot extract N without know 4. In
addition, if the attacker intercepts M, she cannot extract H(ID || PW) and N from M
because is computationally infeasible invert a one-way hash function.

Lemma 2: The proposed scheme can resist impersonate attack.

Proof: Suppose that an attacker wants to impersonate U. Assuming that the
attacker obtains U’s smart card and extracts G, / and J by means of [25], she cannot
recover A, PW and ID using any type of combination of G, [ and J.

Lemma 3: The proposed scheme can resist server spoofing attack.

Proof: If an attacker has the possibility to intercept messages L, M and H(ID ||
PW), she cannot compute 4 without know Y, she cannot extract N without have 4, she
cannot compute P without know A4 and &, and she cannot compute SK = H(N, || N ||
A), giving as a result that she cannot compute a valid messages Q and R.

Lemma 4: The proposed scheme can resist user spoofing attack.

Proof: If an attacker has the possibility to intercept messages Q and R, she cannot
compute P without know 4 and N, she cannot recover N, from Q without have P and
she cannot computes SK for decrypting R.

Lemma 5: The proposed scheme protects U’s template.
Proof: In this scheme, S computes a one-way hash function over U’s template
creating a BioHash. Moreover, S encrypts the BioHash using its public key K.
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Furthermore, S stores U’s BioHash encrypted in U’s smart card without store any type
of information in a private/public database. If an attacker obtains G = Ex,,(H(T)), she
cannot recover H(T) without know K,,,;,.

Lemma 6: The proposed scheme withstands leak of password attack.
Proof: In an attacker obtains U’s smart card, she cannot recover U’s ID, PW and T
by using G, [ and J or by any type of combination among them.

4 Conclusions

We have proposed a remote user authentication scheme, based on nonce, smart-cards
and fingerprint technology, which does not require a verification table. The scheme is
based on two key concepts: 1) ID-based, which is used to create the session key
between the user and the server; and 2) fingerprint verification, which is used to
verify the identity of the user. Thus, the scheme requires the three authentication
categories — something she knows, something she has and something she is —, it can
resist well-known attacks. Security analysis demonstrated that the proposed scheme is
secure against impersonate, server spoofing, user spoofing, and leak of password
attacks. Moreover, the scheme protects the user’s template creating a BioHash. The
scheme can be used in a system which requires high security, such as e-banking.
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